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• Failure
• A failure is said to occur if the observable outcome of a program execution is 

different from the expected outcome.

• Fault
• The adjudged cause of failure is called a fault.
• Example: A failure may be cause by a defective block of code.

• Time
• Time is a key concept in the formulation of reliability. If the time gap between 

two successive failures is short, we say that the system is less reliable.
• Two forms of time are considered.

• Execution time ()
• Calendar time (t)
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Failure Interval=Current Failure Time−Previous Failure Time

1st failure occurred at 8 seconds
2nd failure at 18 seconds
3rd failure at 25 seconds
and so on…
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Failures in interval=Current cumulative−Previous cumulative

At 30 sec → 3 total failures
At 60 sec → 6 total failures
At 90 sec → 8 total failures

What This Table Shows
Early intervals have more failures (3, 3, 2).
Later intervals show fewer failures (1, 1, 1).This 
indicates failure rate is decreasing.
Hence, system reliability is improving over time.

Difference from Previous Table
Previous table (Time-based) → Records exact 
time of each failure.

This table (Failure-based / Interval-based) → 
Groups failures into fixed time intervals.
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At 1 Hour (tₐ)
•Higher probabilities for small number of failures (0–3).
•Example:

• P(0 failures) = 0.10
• P(2 failures) = 0.22 (highest)

•Indicates system is relatively reliable in short duration.

At 5 Hours (tᵦ)
•Higher probabilities shift toward larger number of failures (6–
9).
•Example:

• P(8 failures) = 0.16
• P(9 failures) = 0.13

•Indicates failures accumulate over longer time.
As time increases, probability mass shifts toward 
higher failure counts.
This shows: Failure occurrence increases with time.
Reliability decreases as operating time increases.
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This table represents the probability distribution of number of 
failures occurring within a given time period at two different 
elapsed times:
•𝑡𝐴 = 1hour
•𝑡𝐵 = 5hours

As time increases → expected failures increase.
Probability shifts toward higher failure counts.

Reliability decreases with longer operating time.

System follows a probabilistic failure model 
(Poisson-type behavior).
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Type of Data What It Represents Nature of Information Purpose

Time-Based Failure 
Data

Exact failure 
occurrence times

Continuous event data
Used for reliability 
growth modeling

Interval-Based Failure 
Data

Failures grouped every 
30 sec

Aggregated data
Used to study failure 
rate trend

Probability Distribution
Probability of k failures 
at given time

Statistical/Probabilistic 
data

Used for reliability 
prediction

Summary Table
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• This figure represents Software Reliability Growth Model 
(SRGM) behavior, typically based on an NHPP (Non-
Homogeneous Poisson Process) model.

Mean Value Function – m(t) (Upper Curve)

Failure Intensity – λ(t) (Lower Curve)
Curve decreases over time.

• It shows the expected cumulative number 
of failures detected up to time t.

• Initially, many faults are found quickly.
• Later, fewer faults remain → curve flattens.
• Eventually it approaches a maximum (total 

inherent defects in system).

• It shows the rate at which failures are 
occurring at time t.

• Early testing → high failure rate.
• As bugs are fixed → failure rate reduces.
• Eventually → system becomes stable.
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Software Reliability Attributes and Specification

• Reliability attributes are the measure of software reliability. There may be many reliability 
requirements for different software but all the software have some common reliability 
measures.

• Reliability attributes for different categories of software products may be different. Therefore, 
it is necessary to specify the that the level of reliability required for a software product in the 
software requirements specification document. 

• There are many reliability attributes which can be used to express the reliability of a software 
product.
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Software Reliability Attributes and Specification

• Rate of occurrence of failure (ROCOF) :

• ROCOF measures the frequency of occurrence of unexpected behavior of the software.
•  It basically measures how many times the software product fails. 
• ROCOF measure of a software product can be obtained by having the record of the behavior of 

a software product. 
• ROCOF is basically the total number of failures occurring during the specified time interval.

𝐑𝐎𝐂𝐎𝐅 =
Total Number of Failures

Total Time Interval
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Software Reliability Attributes and Specification

Question:  a software system is observed for 200 hours, and during this time 10 failures occur.

Solution: 

𝑹𝑶𝑪𝑶𝑭 =
𝟏𝟎

𝟐𝟎𝟎

𝑹𝑶𝑪𝑶𝑭 = 𝟎. 𝟎𝟓 failures per hour
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Software Reliability Attributes and Specification

• Mean Time Between Failures (MTBF): Measurement of reliability testing is done in terms of 
mean time between failures (MTBF).

• Mean Time To Failure (MTTF): The time between two consecutive failures is called as mean 
time to failure (MTTF).

• Mean Time To Repair (MTTR): The time taken to fix the failures is known as mean time to 
repair (MTTR).

• MTBF = MTTF + MTTR MTBF indicates that once a failure occurs, the next 
failure is expected after same time.
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Software Reliability Attributes and Specification
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• Two ways to measure reliability

– Counting failures in periodic intervals

• Observer the trend of cumulative failure count -  µ(). 

– Failure intensity

• Observe the trend of number of failures per unit time – λ().

• µ()

– This denotes the total number of failures observed until execution time  from 
the beginning of system execution.

• λ()

– This denotes the number of failures observed per unit time after  time units 
of executing the system from the beginning. This is also called the failure 
intensity at time .

• Relationship between λ()  and µ()

– λ() = dµ()/d

What is Reliability?
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Software Reliability Attributes and Specification

Q. A software system runs for 1000 hours and experiences 8 failures during this period. The total 
repair time recorded is 80 hours.

Calculate:
a) Mean Time To Failure (MTTF)
b) Mean Time To Repair (MTTR)
c) Mean Time Between Failures (MTBF)

Solution: 
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Software Reliability Attributes and Specification

Solution: 
Calculate Total Uptime

Total Uptime = Total Time − Total Repair Time
Total Uptime = 1000 − 80 = 920 hours
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Software Reliability Attributes and Specification

• Probability of Failure on Demand (POFOD):

• This attribute does not involve time measurements like the other attributes. 

• POFOD measures the behavior of the system failing when a service request is made. 

• For example, if POFOD measures 0.001 then it means that out of every 1000 one time the 
service requests would result in a failure.

𝐏𝐎𝐅𝐎𝐃 =
Number of Failures

Number of Service Requests (Demands)
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Software Reliability Attributes and Specification

Question: An online payment system processes 5000 transactions, and 10 failures 
occur. Find the POFOD.
Solution: 

𝑃𝑂𝐹𝑂𝐷 =
10

5000
𝑃𝑂𝐹𝑂𝐷 = 0.002

Failure probability is 0.2% per request.
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Software Reliability Attributes and Specification

• Availability: Availability of a system is a measure of possibility of availability of the system for 
use over a given period of time. It considers the number of failures occurring during a time 
interval. It also takes into measure the downtime of a system when a failure occurs. This 
attribute is important for systems which are supposed to be never down. This plays a vital role 
in telecommunication systems and operating systems. These systems need to run even during 
the repair time.

𝑨𝒗𝒂𝒊𝒍𝒂𝒃𝒊𝒍𝒊𝒕𝒚 =
𝑴𝑻𝑩𝑭

𝑴𝑻𝑩𝑭 + 𝑴𝑻𝑻𝑹

• Fault Tolerance: The ability of a system to function correctly in the event of unexpected events 
or component breakdowns is known as fault tolerance. The ability of these systems to carefully 
recover from faults keeps just one point of breakdown from creating significant interruptions.

The availability of the system 
is 0.9524 or 95.24%, meaning 
the system is operational 
about 95% of the time.
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Software Reliability Attributes and Specification

• Resilience: The system's resilience is its capacity to adjust to shifting circumstances and carry 
on operating even in the face of unexpected challenges. These systems are resilient enough to 
withstand disturbances like hardware failures, network problems or spikes in traffic without 
significantly affecting performance.

• Recoverability: Recoverability refers to a system's ability to bounce back from a setback or 
unforeseen incident quickly and effectively. Recoverability of a system guarantees less 
downtime and loss of data, which improves overall dependability and user happiness.
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Software Reliability Attributes and Specification

• Redundancy: Redundancy is the process of duplicating essential system parts or operations to 
guarantee uninterrupted use in the event of a failure. It increases the overall reliability of the 
system, helps distribute the load and avoids a single point of failure.

• Scalability: Scalability is the capacity of a system to add nodes or resources to accommodate 
growing workloads or user loads. The performance and dependability of these systems can 
grow along with the user base or workload, due to their capacity to adapt.

• Consistency: Maintaining consistency makes a system operate in a predictable and dependable 
manner, giving consumers a consistent experience. Errors and confusion can result from 
inconsistent behavior.
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Advantages of focusing on reliability attributes in software development

• Increased customer satisfaction: Reliable software systems that are available, fault-tolerant, 
and recoverable can enhance customer satisfaction by reducing downtime, minimizing errors, 
and improving overall system performance.

• Enhanced brand reputation: A reliable software system can enhance the reputation of the 
brand and increase customer loyalty by demonstrating a commitment to quality and reliability.

• Improved system performance: By focusing on reliability attributes, software developers can 
identify potential performance issues and address them before they become major problems.

• Reduced maintenance costs: Maintainable software systems that are designed with reliability 
in mind can reduce the cost and effort associated with system maintenance and updates.
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Disadvantages of focusing on reliability attributes in software 
development 

• Increased development time and cost: Focusing on reliability attributes requires 
additional time and resources during the software development lifecycle, which can 
increase development costs and delay time-to-market.

• Difficulty in balancing reliability and functionality: Focusing too much on reliability 
attributes can sometimes result in sacrificing functionality or usability, which can 
negatively impact the end-user experience.

• Difficulty in predicting and simulating real-world conditions: It can be difficult to 
accurately predict and simulate real-world conditions and usage patterns during the 
development and testing of software systems, which can limit the effectiveness of 
reliability testing.
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Reliability metrics; Failure and Faults – Prevention, Removal, Tolerance, Forecast
Dependability Concept – Failure Behavior, Characteristics, Maintenance Policy

Example:
Wrong condition in code (fault) → incorrect 
calculation (error) → wrong output shown to 
user (failure)

Methods used 
to achieve 
dependability

Problems in 
the system

What we want 
to achieve
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Reliability metrics; Failure and Faults – Prevention, Removal, Tolerance, Forecast
Dependability Concept – Failure Behavior, Characteristics, Maintenance Policy

• Dependability is the system property that integrates such attributes as reliability, 
availability, safety, security, survivability, maintainability. 

• A systematic exposition of the concepts of dependability consists of three parts: the 
threats to, the attributes of, and the means by which dependability is attained.

• Computing systems are characterized by five fundamental properties: functionality, 
usability, performance, cost, and dependability.

• Dependability of a computing system is the ability to deliver service that can justifiably be 
trusted. 
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Reliability Models

• Main idea

– We develop mathematical models for λ()  and µ().

• Basic assumptions in developing a reliability model

– Faults in the program are independent.

– Execution time between failures is large w.r.t. instruction execution time.

– Potential test space covers its use space.

– The set of inputs per test run is randomly chosen.

– The fault causing a failure is immediately fixed or else its re-occurrence is not 
counted again.
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Reliability Models
• Intuitive idea

– As we observe another system failure and the corresponding fault is fixed, there will be fewer 
number of faults remaining in the system and the failure intensity will be smaller with each fault 
fixed.

– In other words, as the cumulative failure count increases, the failure intensity decreases.

• Two decrement processes

– Decrement process 1

• The decrease in failure intensity after observing a failure and fixing the corresponding fault 
is constant. 

– This gives us the Basic model.

– Decrement process 2

• The decrease in failure intensity after observing a failure and fixing the corresponding fault 
is smaller than the previous decrease. 

– This gives us the Logarithmic model.
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Software Reliability Models (SRGM)



69Software Engineering By Dr. Mritunjay Shall Peelam


	Slide 1
	Slide 2: Course Introduction and Objectives
	Slide 3: Course Introduction and Objectives
	Slide 4: Course Introduction and Objectives
	Slide 5: Course Introduction and Objectives
	Slide 6: Course Introduction and Objectives
	Slide 7: Course Introduction and Objectives
	Slide 8: Course Introduction and Objectives
	Slide 9: Text Books and References
	Slide 10: Modes of Evaluation
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69

